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Research on architecture and communication security design
of flexible DC converter valve control system
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Technology ( Beijing ) , Beijing 100083, China)

Abstract; Flexible DC transmission technology is widely used in domestic and international applications, and the scale
and capacity of flexible DC transmission systems are gradually increasing. For the flexible DC transmission control system,
the functions of each level of the control system are discussed, and the complex hardware architecture and functions of the
converter valve control system are elaborated in detail. Aiming at the safe and stable operation of the valve control system,
the safety design scheme of valve control equipment in functional architecture, redundant backup, fault monitoring and
other aspects is discussed. Considering the complex hardware configuration of the valve control system, the internal com-
munication problem of valve control equipment is mainly studied. In addition, the basic communication links between the
multi-level and multi-CPU of the valve control equipment, a dedicated communication verification monitoring channel is
added to monitor the correctness of the communication content in real time; the key communication fault within the valve
control is associated with the fault of the valve control equipment, so as to avoid more serious faults caused by communica-
tion fault, which provides a guarantee for the safe and reliable operation of the flexible DC converter valve.
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Fig.1 Hierarchical architecture of flexible DC

control system
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Fig.2 Redundant hardware configuration of converter valve control equipment
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